INFUSION OF TECHNOLOGY AND
CYBERSECURITY IN INTERNATIONAL

ARBITRATION
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Introduction

Although Alternative Dispute Resolution (“ADR?) is

considered preferential over adversarial litigation due to its

fundamental nature of collaborative solution-finding, cost

and time effectiveness, its popularity amongst parties

increased as a dispute resolution mechanism because of its
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technology strides have evolved ADR into a much more The Author is
student pursui
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College,

distinct features — confidentiality and privacy. Rapid

effective, efficient, and convenient mechanism. But coupled
with this, is the increase in Cybersecurity risks, rendering

the distinct features of the mechanism questionable.

The practical application of Information Technology ("I'T") in Internationa
Arbitration ranges from electronic communications, storage of informatia
or portable storage media to hearing room technologies.[1] The informatio
in international arbitrations is highly vulnerable Considering that the partic
multi-national companies or non-governmental organizations. Such parties
potential targets for cybersecurity attacks. In the event of parties being gove
or public entities, the publicity of such cases is high, putting the informatio
an increased risk.[2] This article aims to analyze the cybersecurity risk invol

international arbitrations and the institutional responses to the same.

Cybersecurity Risk Quotient

There exist two main factors for the increase in cyber threats. The first is,
increase in the digitalization of arbitral practice. While legal practitiong
even before technological strides, hacking grew with the onset of digitalizat
Lawyers and arbitrators worked with papers and voluminous documentat
the infusion of technology. Hence, adapting to the change is a gradual proce

them, which is not the case for hackers and data thieves.
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Secondly, there exists no express prohibition with regard to the acce
illegally obtained information as evidence in arbitration proceedings.
arbitration, the admissibility of evidence is at the discretion of the arbicr
and the ‘IBA Rules on the Taking of Evidence in International Arbitrati

Rules”) is widely accepted while considering the same.[4]

Article 9 of the IBA Rules provides for exclusion of evidence on the
‘failure of party to conduct itself in good faith in the taking of evidence’)|
excluding information obrained illegally by parties directly from the
admissible evidence. But the admissibility of illegally obtained information
party to the arbitration still remains a grey area. After the case of Wi
multiple incidences of parties using leaked information as evidence were re
Conoco Phillips v. Venezuela,[7] the Respondent approached the tribunal
reconsideration of the tribunal’s decision on the grounds of new evid
evidence mentioned were communications between concerned diplomats
obtained via WikiLeaks. The tribunal set aside the respondent’s plea on ¢
that it had no power to reconsider its decision but did not address the q
the admissibility of the evidence. However, the dissenting opinion relied o

information implying the acceptance of such hacked information as eviden

Subsequently, in Caratube v. Kazakhstan,[8] the question of admissi
addressed. The tribunal accepted the evidence obtained via WikilLeaks an
that any information available in the public domain would be accepred as
Considering the above, a party in an arbitration proceeding may obtain in
by illegal means and ask any third party to publish it, making it availa
public and hence, qualifying 1t as evidence.[9]

An additional factor to the rise in cyber threats is the differing levels of eyb
mechanisms in an arbitration. Each participant in an arbitration - law
practitioners, parties to the case, and arbitrators, would respond to the po
threat in varying degrees. While law firms might have a well-devised cyb
system, it may be challenging for solo practitioners and parties to cope
threat.[10] It, thus, becomes a shared responsibility and an error by whic

cause irrevocable damage to all.



Towards Mitigation of Risk— Institutional Responses

In July 2015, on the third day of hearing of a maritime border dispute betw
and the Philippines in the Permanent Court of Arbitration (“PCA"),
Court’s website was hacked, allegedly by Chinese cyber units. A malicious

placed on the website and the computers of every diplomat, lawyer, or

who visited the website were infected.[11] In the wake of such an event, Cyb
risk in arbitration and especially in international arbitration has see
emphasis and Combating responses. A malicious code was placed on the w
the computers of every diplomat, lawyer, or any other who visited the we
infected.[11] In the wake of such an event, cybersecurity risk in arbicr
especially in international arbitration has seen greater emphasis in ¢

TeSponscs.

The Intenational Council for Commercial Arbitration (“ICCA”) in associ
the New York City Bar Association (‘NYCBA?”) and the International In
Conflict Prevention & Resolution (“CPR”) launched a Working
Cybersecurity in International Arbitration. The Working Group has com
a ‘Protocol on Cybersecurity in International Arbitration (2020 Edition
protocol is drafted to “provide a framework to determine reasonable in
security measures for individual arbitration. It is intended to create

about information security in international arbitrations”. Although the
does not impose any liability, it effectively raises awareness and is ex
evolve further in light of changing technology, new cyber threats and re
Additionally, the International Bar Association (“IBA”), recognizing

threat to law firms, has prescribed the ‘Cyber Security Guidelines (2018
document promotes efficient utilization of technology and working
professionals. Considering that most cyberattacks are a result of human
importance of educating personnel is deeply emphasized under the broad
of ‘organizational processes’ and ‘staff training. The International Ch
Commerce (“ICC”) has prepared the ‘ICC Cyber Security Guide’[14] for b
It comprises key principles of cybersecurity, essential security actions
development of cybersecurity policies and a self-assessment questionn
these guides lay down practical defense mechanisms that may be incorp

firms, companies, and enterprises to mitigate the risk of cyber breaches.



The International Centre for Dispute Resolution (ICDR?”) has implement
Case Administration’[15] with best practice policies, technologies, and
to deter data thefts.

Concluding Remarks
A development in understanding the gravity of cybersecurity in int
arbitration has been notable. But the data threats are reasonably anticipa
just increase but become more complex and sophisticated. Arbitral instituti
required to revise their combat regime occasionally and accordingly.

participation of every member in an arbitration is necessary in a
institutional responses. Parties in an arbitration must be encouraged ¢
cybersecurity protocols that establish sufficient safeguards. Arbitrators mus
equip themselves to secure all information provided to them. Law fi
inculcate best practices to safeguard all valuable information that they mig
Such action is not just essential to protect the interests of parties in an arbit

avoid damage or loss but also to safeguard the dispute resolution mechanis
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